Business Constituency Position Paper 

The Need for a Predictable Procedure for Considering Changes in gTLD Registry Operations

Commercial and Business Users Constituency position on “Procedure for use by ICANN in considering requests for consent and related contractual amendments to allow changes in the architecture or operation of a gTLD registry.”

Introduction 

In the latter half of 2003, registry operators introduced new registry services at the registry level of the domain name system (DNS) without notice to Internet users. 

The Internet Community has called for a defined, predictable process for the consideration of new services or other such changes in the architecture or operation of a gTLD registry prior to any changes being introduced. The Commercial and Business User Constituency (BC) supports this call wholeheartedly.

Commercial and Business User Interest

Stability and security of the DNS core of the Internet provides the platform for innovation 

Business users are today engaged in building, networks, services and applications at the "edge" of the DNS. Reliable, stable and predictable operation of the DNS is essential to the stability and security of the Internet, and to the ability of businesses, regardless of their size, to innovate in services and applications and to use the Internet. 

The DNS is reliable, when it operates according to the technical protocols that guide its functioning, but it is vulnerable, when someone purposely or accidentally violates these operational assumptions. The Internet purposefully has a distributed architecture. Largely, innovation originates and belongs at the edge of the Internet, not at the core. Introducing abrupt changes into the core of the DNS creates an unpredictability which directly threatens the Internet’s stability. 

The Internet is essential to the way the world communicates today

Today, over half a billion users are on the Internet; and there are already close to 200 million hosts that are largely provided by enterprises, including BC members. As important as the Internet has become already to communications and information access, its full value is only beginning to emerge. Increasingly, the Internet is an infrastructure that is relied upon for information and transactions by NGOs, enterprises, individuals and governments. 

The registry monopoly brings rewards and responsibilities

Registry functions are a small, but critical part of the core infrastructure of the global Internet. They are one of the elements where stable operation is key, so that other functions can operate reliably. The gTLD registry operations are the result of a contract award by ICANN to a single entity to manage the registry service for a single generic TLD.  Such awards are a “natural monopoly”: monopoly status brings specific responsibilities, benefits and certain limitations.

Therefore, the BC supports the need for a clear, defined process to determine whether, when, and how new registry services may be introduced, and what notice and remedy may be necessary.

The rational for an ICANN policy in this area

ICANN’s by-laws tell us its stated mission is “in particular to ensure the stable and secure operation of the Internet's unique identifier systems.” Improperly managed change to these systems disrupts this stable and secure operation.

ICANN, as an international body, is responsible for the framework for policy development governing the gTLD registries and provides and enforces the contracts that allocate the responsibility of operating a registry service for the gTLDs. Of particular importance is the recognition that registries are not necessarily the most affected parties by changes in their operation.

ICANN facilitates consensus. A stable and secure Internet to date results from the established practice that changes that will affect the operational reliability of the DNS take place only after extensive discussion within the Internet technical community, so that bugs can be worked out and a consensus can emerge for or against the change, including how to incorporate it across the Internet.  

Initial recommendations

1. TOR. The GNSO task force Terms of Reference identify four main tasks. The BC have propose some modification to the Out-of-scope constraints of the TOR.

2. Notice is required. Registries wishing to introduce any new services which impact the core of the DNS should be required to provide notice, full technical and administrative description/explanation, and remedy opportunities in order for a proper assessment of impact.

3. Impact self-assessment is not sufficient. It is not sufficient for registries to self-determine whether a new service is compliant with existing contracts, nor whether a new service will impact the stable and secure operation of the Internet. 

4. Streamlined, clear, documented and transparent procedures (while ensuring the ability to maintain any needed documented and needed confidentiality) for prior assessment of any changes are required.

5. Appeals. An appeals process should be available if the interpretations are considered to be too onerous or if the registry operator can demonstrate that there is no significant negative impact on the Internet by the proposed service. 

6. Sponsored gTLDs. Sponsors have established mechanisms within their community of interest, similar to ICANN, to develop and consider changes in the architecture or operation of their gTLD. However, matters, which affect the Internet security and stability at-large are of essence for this PDP. Distinction may be required between new registry services in restricted/sponsored TLDs and unrestricted/unsponsored gTLDs.

7. Cost. Consideration must be given to costs and how they are to be funded. 

Annex 1

Procedure for use by ICANN in considering requests for consent and related contractual amendments to allow changes in the architecture or operation of a gTLD registry

The GNSO Task Force Terms of Reference identifies four main tasks.

Detailed Recommendations 

(1) Develop guidelines for when approval is required to make a change based on the existing registry agreements. (for action by ICANN staff in consultation with registry operators and sponsors) 

Notice should always be given to the ICANN staff on the intent to introduce new registry services.

In those cases where the registry believes that its new service will have no or minimal impact on the Internet, a streamlined process can be followed. Documentation from the registry should be technically and administratively complete, sufficient to enable a rigorous assessment of the request, at the time of submission to ICANN.

ICANN should acknowledge receipt of the request for review within 3 business days, including advising the registry if more information will be needed, and within 10 business days of receipt of a request, should advise the registry of which timeline
 will be followed – 30 day fast track, or 90 day assessment and consultation. 

Explicit Approval must be sought when:

A) a gTLD registry’s action is likely to:

1. violate an existing ICANN policy

2. violate or change an explicit or implicit, accepted, de-facto or de-jure, Internet protocol, standard, practice or assumption of operation

3. affect the operational stability of other widely used existing applications and services

4. affect applications and services across multiple organisational or market boundaries 

5. replace multiple existing applications with a centralised single application

OR

B) a gTLD registry’s database gives it substantial market power in the gTLD market [alternate: substitute “substantial market power” with a defined % market share, e.g. “more than 20% market share of the gTLD DNS”]

OR

C) a gTLD registry could expect that its actions would give rise to genuine technical, competition, or legal concerns.

(2) Develop a check list of issues to consider when approving a change 

A check list of relevant issues should be developed during the PDP process

(3) Develop a process and timeline for responding to a request including "quick-check" phase, and more comprehensive phase

The objective of the process should be to provide a predictable, timely and transparent (ultimately) process.

The registry decides to introduce a new service at the registry level: 

1.  
a) submit a request for a quick-check approval 

OR 

b) submit a request for a full Internet Community review by ICANN

2. A quick-check request by a registry would have the characteristics of:

a) an expectation that it will be granted. 

b) including sufficient information supporting the planned change such that ICANN staff and their retained experts can fully assess the implications of the planned changes such that they could give approval. 

c) being conducted entirely in confidence between the registry and ICANN. ICANN 

d) being accompanied by a fee sufficient to cover the cost of undertaking the quick-check (i.e. a scale of fees may be set dependent on the nature of the planned change)

3. A quick-check would be undertaken by the ICANN staff using the expertise of retained international experts in the fields of technology, competition, law and international public policy. Depending on the complexity and potential impact of the planned change, a quick-check would be expected to be completed in:

a) 30 working days – for simple or straight forward change

b) 90 working days – for a complex change

4. At the conclusion of a quick-check a report of the staff/experts considerations, findings and conclusions will be provided to the requesting registry. If the conclusion is approval of the request, the process is complete. If the conclusion is rejection or recommendation for amendments to the planed changes, then the registry has the option of:

a) forgoing the planned change 

b) undertaking and committing to the recommended amendments, then implementing the amended planed change once the amendments have been approved by ICANN staff, after confirmation with appropriate experts described above.

c) reconfiguring the planned change and requesting a completely new approval

d) requesting that ICANN undertake a policy review of the planned change

e) requesting that ICANN’s independent review process be instigated

5. Should the registry seek an ICANN policy review then ICANN will seek to schedule such a review by the ICANN community at the earliest possible time. Such a review would be fully transparent and time bound (time to be determined during the PDP process. 120 days is suggested). In the case of a sponsored gTLD registry, it may be more appropriate for the policy to be taken back to the sponsor’s community for reconsideration.

6. Should the registry seek a review by the ICANN independent review process (see below)

7. When a change in a gTLD registry’s architecture or operations are implemented the report from the ICANN “quick check” review must be posted on both the ICANN and registry’s website. Such a report may have commercially confidential information expurgated, by mutual agreement between the registry and ICANN; however, the confidential information must be provided to ICNAN, and must be available for review and consideration by experts, should they be retained by ICANN. Such experts should sign appropriate non disclosure agreements related to that confidential information. (Should the SECSAC need to review such materials, a working group of the SECSAC can be convened, and can be provided with confidentiality agreements as appropriate.)

(4) Develop a process and timeline for an appeals procedure for use by registry operators. 

In order to ensure that valid business interests are not adversely affected, the appeals process should be established with a two stage time frame. One, as an expedited process that both parties must agree to and the second, a longer time frame, when the expedited process is not feasible due to complexity, or other factors. [Editorial note: e.g. introducing a new service over an extended international holiday period may introduce a matter of two weeks of needed delay in order to ensure that resources, both internal and external within ICANN, the ICANN community and within the registry, are available.]

Expedited appeals process: 
The registry should be responsible for preparing and presenting detailed descriptions of the service, its technical impact on the DNS, and addressing in detail, those issues that were defined by ICANN in its denial of approval to introduce the service. Such materials should be in English and should be delivered in complete detail, to the designated contact for the appeals procedure, as well as to ICANN’s designated contact.


ICANN should be responsible for acknowledging the receipt of the materials, and for identifying any further or clarification that may not be included in the submission, based on the reasons for the denial. 


ICANN should be responsible for identifying an appropriate neutral entity to hear the appeal, including seeking public comment on the proposed appeals process and procedures for empanelling an appeals panel. 

Questions to be answered:

Who pays for the request or appeals process?

To date, ICANN has spent considerable financial resources, both internally and externally in dealing with Sitefinder.  The cost of introducing new services into the registry should be borne by the registry that will benefit from the addition of the new services. There should be a set fee for convening a panel, and that fee should be assessed against the registry. 

Options: The fee should be cost based and cannot include the reimbursement of ICANN’s time but can include the reimbursement and funding of fees and travel for experts who are asked by ICANN to supply evaluations. Experts who are serving as volunteers to ICANN but who have established neutrality and expertise can be retained as experts for this process (including members of the SECSAC). During such time, they should not fulfil their volunteer duties. 

Annex 2 Background information for BC members

References

The GNSO Council has established a “Task Force of the whole” of the Council to undertake a Policy Development Process (PDP) to produce recommendations for the ICANN Board. Grant Forsyth, elected BC representative to Council is acting as rapporteur to the issue for the BC.

The PDP process is described in the Terms of Reference link provided below. 

http://gnso.icann.org/issues/registry-services/tor-revised.shtml
ICANN’s President requested Council action asking for Council determination by January 15, 2004. Council accepted the request to undertake a PDP, but revised the time frames to meet a more realistic schedule. 

The ICANN staff produced an Issues Report: 

http://www.icann.org/gnso/issue-reports/registry-svcs-report-19nov03.htm, as well as a very useful set of Frequently Asked Questions (FAQs). 

Sitefinder

On September 15, 2003, Verisign Registry (Verisign, Inc.) introduced a new registry level service that it named “Sitefinder”. The service was introduced into the .com and .net zones of the DNS (Domain Name System). Almost immediately, those businesses that are building and managing key aspects of the Internet, including BC members saw an impact on the Internet’s behaviour.   Key applications that rely on the predictability of the DNS were impacted, including spam filtering applications. Predictability of responses of other applications were disrupted.


The technical community that essentially “makes” the Internet operate on a daily basis, and that rely on the predictability and reliability of the core DNS were confronted, without notice, with serious changes in DNS predictability in two very large, (accounting for more than 50% of total registered names in the DNS)  zones-- .com and .net.  Errors that occurred were not understood, since they were not reliant on the predictable DNS. Different companies who operate large Internet infrastructures, often exceeding the combined infrastructure of the ICANN registries and registrars, found themselves second guessing the anomalies encountered in the Internet’s behaviour and many undertook “workarounds” and adjustments to deal with the lack of predictability of the DNS.

After the initial days of confusion, some in the Internet technical community responded by creating more formal “work arounds” to the wild cards, thus potentially introducing further unpredictability into the DNS. For the most part, these workarounds were documented and published in the Internet’s widely recognized lists, thus serving to provide a form of “notice” to the technical community of these changes. Responding to the critical nature of the issue, the Security and Stability Advisory Committee of ICANN issued their recommendation that the service that led to the confusion, “Sitefinder” be closed down, and that an examination of the technical impact be undertaken. Others in the industry, including members of the BC, supported that. The GNSO Council also issued a statement of support to the SECSAC advisory, calling on Verisign to close “Sitefinder” during a technical examination. ICANN’s  management issued a request to Verisign to close the service.   Verisign withdrew “Sitefinder” on a temporary basis. 

In order to fully examine and understand the issue and the impact of “Sitefinder”, the SECSAC held two public meetings and an informational session on “wildcards” was hosted in Carthage, during the last ICANN meeting, organized by the BC, ALAC, and other constituencies. The presentations and transcripts from these public sessions are available online at (insert link). The findings and recommendations of the SECSAC and the public meetings have provided needed insights into the impact of Sitefinder, including the importance of maintaining innovation at the edge of the DNS (see presentations by Steve Bellovin, SECSAC member and John Klensin, IAB Liaison, as part of the SECSAC presentations).  The SECSAC preliminary recommendations describe several reasons why a more formalised process for the introduction of new registry services is needed, including lack of notice. (BC members may be interested in a discussion on the Site Finder service and its implications, “Site Finder and Internet Governance” by Jonathan Weinberg that can be found at http://www.law.wayne.edu/weinberg/sitefinder.new.PDF ).

The wider implications

The gTLD registries are interested in developing and implementing services at the registry level in some cases, it may be that a service introduced at the registry level would in fact be more secure, or more reliable than multiple competing services introduced by registrars. 

On the other hand, registrars at the competitive layer of the registry/registrar infrastructure, are also innovating in a fully competitive space. Registries and registrars differ significantly on their role in the DNS, and in the nature of their competitive standing.  GTLD registries are sole source and thus are essentially monopoly providers of a registry service in a specific gTLD/franchise area, and operate that registry under a contract that is held and negotiated by ICANN. Registrars are in a highly competitive space, serving all gTLDs and are accredited by ICANN.  There are over 125 accredited registrars; all of whom are offering competitive registrar services into the gTLD registration of names. These competitive entities have raised concerns that registry level services have a competitive advantage over certain services that can be/are provided by registrars, and that these services, when offered by a franchise monopoly/sole source provider who controls an essential element of the DNS, has an unfair advantage against competitive services offered by registrars. 

ICANN and a PDP

The purpose of a PDP is the creation of a policy concerning the essential characteristics of the process by which ICANN considers registry operator or sponsor requests for contract changes and approvals to allow changes into the operation of TLD registries. 

Impact of new services

Understanding that the impact of different kinds of services in different registries may vary in impact on the Internet and on the broader Internet Community is important.  For instance, while .com has over 23 million registrations, and .net close to 3 million, two of  the gTLDs are less than 1.5 million names each( info; and .biz) and five of the gTLDs are less than 1 million in aggregate (names each (.coop; museum, aero; .pro; name) for a total of less than 6-7 million generic names. In addition, the zones that comprise the ccTLDs, while representing close to 40% of all registered names, are very diverse in their size per zone and are vastly different from the gTLDs overall. The ccTLDs are comprised of 2 zones with over 4 million each (.uk and .de); a few ccTLDs with from 500,000 to 1 million; a few dozen with from 100,000 to 500,000 and over 100 ccTLDs with less than 100,000 TLD registrations. Of these, many ccTLDs have less than 5,000 registrations. 

The introduction of new services into dominant zones such as dot com has a different impact than the introduction of new services in small zone, such as the sponsored gTLDs like dot museum. 

�  Throughout these policy recommendations where specific timeframes are noted, it is recognised that there are likely to be possible instances where the timeframes are not met. In such instances the staff must write to the registry applicant (and ICANN community if also involved) prior to the expiration of policy timeframe, clearly stating why the timeframe is not going to be met and providing an estimate of a new timeframe to completion. 
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